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Decision/action requested

It is requested to consider these comments on updating the RoutingID
2
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Rationale

3.1
Introduction

In [1] a security procedure is proposed for UE Parameters Update. The procedure that is proposed provides the same security as the solution that SA3 accepted for Steering of Roaming and should therefore be acceptable for SA3 for protecting the UE Parameters Update from the UDM to the ME.

In SA3’s Reply LS on RoutingID [2], however, a number of observations have been made with respect to updating the RoutingID. The most important one is that if the RoutingID becomes corrupted or misaligned, the UE will never recover if no recovery mechanism is present. In the same LS, SA3 also notes that a recovery mechanism needs to be studied and designed properly because it should not break USIM security. Most importantly, SA3 notes that the SIM OTA mechanism provides the necessary security and should therefore be considered as a solution as well.
Based on the above, the situation that SA3 is in is the following:
-
SA2 has decided to specify a procedure to update UE Parameters by specifying a message exchange beteen the UE and the UDM;
-
SA3 has identified that updating  UE parameters may lead to locking a UE out of service if such a parameter becomes corrupted during the update process;
-
SA3 only has one solution available that supports the SA2 procedure, however this solution has some short comings;
-
SA3 has indicated repeatedly that for UE configuration SIM OTA can be used, however, other SA and CT groups seem to be of the opinion that SIM OTA has shortcomings that cannot be overcome.
-
The intended reply LS [3] (postponed until next SA2 meeting) suggests that SA2 will go ahead with specifying the UE Parameter Update and does not consider SIM OTA a solution. Note that this Reply LS is not approved yet!
As such, SA3 is left with virtually no choice, but to design a security solution for UE Parameters Update procedure designed by SA2 because not doing so may lock UEs out of service. Designing such a solution, however, takes time and effort and may not be completed by the end of the current meeting.
3.2
Problem analysis
In order to understand the exact problem space, a problem space analysis is presented below. In what follows, a distinction is made between a “Rel-15 USIM” and a “pre-Rel-15 USIM”. The difference being that the Rel-15 USIM has been updated to contain data or applications that allows the USIM to be used for calculating the SUCI either by providing the key material to the ME or by providing calculating the SUCI on the UICC itself. Another distinction is made between a pre-Rel-15 UE and a Rel-15 UE. The UE Parameters that the table refers to are the ones necessary for 5G, anything that is already there for other technologies is not considered.
	
	Pre Rel-15 USIM
	Rel-15 USIM

	Pre Rel-15 ME (non 5G ME)
	No need for updating UE Params
	Potential need for updating UE params for later usage in 5G UE.

SoR method not supported

	Rel 15 ME (5G compatible ME)
	Impossible to update UE Params
	Potential need for updating UE params
SoR method may be supported


Table 3.2-1 Indicating under which situations UE Params may be updated and whether SoR method is supported

The table 3.2-1 indicates that there is one combination of ME and USIM where a SoR method as proposed in the draftCR [1] is applicable and one combination of ME and USIM where the update of UE Parameters could be beneficial for later application of the USIM in a 5G capable ME. The latter is out of scope of the 5G specification work and is not further considered. The case where an unmodified legacy USIM is used with a 5G ME, the parameters are not on the USIM and updating them is therefore impossible.

Observation 1: UE Parameter update applies to the case of a 5G ME and a USIM that has been adapted for 5G by storing parameters necessary for 5G.

Furthermore, the 5G UE will support the SoR security mechanism so that operators can update the steering of roaming list on the UE.
Observation 2: The SoR security mechanism will be supported by a 5G ME with a USIM that has been adapted for 5G.

Concluding, the case that SA3 has to solve is the one where both the ME and the USIM have been enhanced to work with Release-15 features. This case has two sub-cases, one where the operator has configured the USIM to calculate the SUCI and one where the operator leaves the SUCI calculation to the ME. The distinction may be due to preferences of the operator or maybe due to some UICCs not being able to perform the asymmetric calculation required for SUCI.
3.3
Steps required for a solution
As discussed above, the case that SA3 has to solve is the one where UE Parameters are to be updated and where the transport between the UDM and the ME can be secured using the SoR mechanism as detailed in [1]. This mechanism is good for protecting the transport between the UDM and the ME (and vice versa) and should be reused for delivering the material to the UE.
Proposal 1: Re-use the SoR mechanism for security of the UE Parameters for delivery of the updated parameters

One gap that is left by using this SoR mechanism is that there is no confirmation of the correct storage of the UE Params in the USIM. As such, it is proposed to add a method to confirm correctness of the parameters in storage. Such a method should be designed for Rel-15 compatible ME and Rel-15 USIM (as defined above) only, thereby making use of the fact that both ME and USIM are at least Rel-15.

Proposal 2: Design an additional method to verify correctness of the parameters after sending new parameters.

Another gap that is left by using this SoR mechanism is that there is no fall back mechanism in case the UE params are faulty. As such, it is proposed to add a recovery method as mentioned in [2]. Such a method should be designed for Rel-15 compatible ME and Rel-15 USIM (as defined above) only, thereby making use of the fact that both ME and USIM are at least Rel-15.

Proposal 3: Design a recovery mechanism that allows the UE to recover from a faulty parameter.
3.4
Solution framework
On the basis of the above and what has been written in SA3’s reply LS on RoutingID Update, we propose the following solution framework as a starting point.

3.4.1
Method for verifying correctness of a UE Parameter
In figure 3.4.1-1 a framework for verifying a UE parameter message exchange is shown. In this figure the UE is shown as one because the detailed processing in the ME and/or USIM is not specified yet. The purpose is to agree a high-level framework so that SA3 can fill in the details later. The steps in this figure could look as follows:

[image: image1]
Figure 3.4.1-1 Framework for verifying correctness of a UE parameter

1.
The UDM sends a Verify UE Parameter message. It is for futher study what this message is exactly (i.e. whether it is piggy backed on the UE Paramaeter Update message or whether it is a new message). It is also FFS whether the message is protected UDM to ME.

2.
The UE processes the message in such a way that the UDM can verify that the correct parameter has been stored. One example of such processing was explained in SA3’s Reply LS to Update of Routing ID [2] where one of the proposals entails asking the USIM to encrypt the updated parameter using the SUCI encryption mechanism. Which processing has to be done is FFS as long as it verifies the correct storage of the parameter in the USIM.
3. 
The UE sends the response back to the UDM. It is for further study what this message is (i.e. whether it can be piggy backed on the confirmation message or whether it is a new message).
4.
[Optional step in the method] The UDM sends the result of the UDM processing the message back to the UE. Also this message is FFS.

Proposal 4: Adopt the above framework as starting point for a solution.

In the draftCR, this proposal is reflected by adding a requirement stating the need for UE Parameter Verification and the appropriate headings.

3.4.2
Method for recovery
According to SA3’s Reply LS [2] on Routing ID, a recovery method would be needed in case the SoR solution is adopted as a security solution for updating UE Parameters. Such a recovery method would entail that multiple sets of parameters can be stored, that these multiple sets of parameters can be distinguished and that the USIM or ME can switch between these parameters in order to recover from a faulty parameter. If the above method is used, a UDM should be able to signal a faulty parameter. Said differently, these would be the requirements that the solution would have to fulfil:

1.
The USIM shall support storing multiple sets of parameters which are individually identifiable by the USIM;
2.
The UE shall support switching between UE Parameters when the UDM signals the need for switching;
3. 
The UE shall support switching back in case a failure occurs directly after switching to a new set of parameters; 
An example of a solution that would fulfil these requirements is the following:

1.
The USIM receives an updated set of UE parameters from the UDM and stores this updated set;

2.
Next, the USIM receives a command from the UDM to switch to the new set of parameters and to reattach to the network. Note that SA3’s LS indicates that for example AMF bits could be used for signalling switching parameters;

3.
Subsequently, the UE attaches and if the attach fails, the USIM switches back to the previously used set and reattaches.

Proposal 5: Adopt the above requirements as starting point for the recovery solution

In the draftCR, this proposal is reflected by adding the above requirements stating the need for a recovery method parameters and the appropriate headings.

3.5
Conclusion

The above proposals have been incorporated into the commented CR. SA3 is kindly requested to accept the commented CR.
In order to make progress, however, more time is needed and other working groups should be informed of SA3’s need for more time to solve the issue.
4
Detailed proposal

The following is proposed:
-
SA3 accepts the proposals in this document and accepts the attached CR as a draftCR

-
SA3 informs the other working groups that SA3 needs time to design a sufficiently robust solution

-
SA3 strives to finish the work by the next meeting
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